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FINA NCI AL S E RVI CE S TH RE AT  H UNTI NG

Threat hunt program development for a large global financial institution
A large global financial institution wanted to move from reactive detection to proactive threat hunting, but lacked a repeatable, in-house capability. Optiv Consulting 
built the framework, playbooks, and skills to make hunting a standing discipline.
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T H E  C H A L L E N G E

The team needed consistent hunt execution across different analysts and technical domains, and visibility 
into the telemetry gaps that let advanced techniques go unseen.

O U R  A P P R OAC H

▪ Evaluated current detection capabilities, data sources, and analyst skills against industry benchmarks.

▪ Developed a multi-phase roadmap focused on incremental maturity gains.

▪ Authored custom hunting playbooks and templates for hypothesis generation, evidence collection, and 
reporting.

▪ Guided initial hunt executions with over-the-shoulder review of logic and output.

Lower MTTD
Mean time to detect reduced through structured playbooks

B E N E F I T S

▪ Transitioned the security team to a formal, repeatable hunt 
program.

▪ Improved the return on existing tools by tuning logging and alerts 
to hunt findings.

▪ Equipped the internal SOC with the skills and documentation to 
run the program independently.
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